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Team Structure Introduction

Team Structure

Achievements

・Experiences：13 years
・Work history：VNPT→Sun*→FPT→SOTATEK。
・Biggest Clients:
＋Alcatel Lucent (Nokia) (Mobifone Intelligent Billing Network )
＋Genesys:(ACB Bank Contact Center & Home Credit Contact 
Center)

Mike Le

Rafael Nguyen

・Experiences：12 years
・Work history：VNPT→CMC Global→SOTATEK。
・Biggest Clients:
＋Alcatel lucent (Nokia) (Mobifone Intelligent Billing Network )
＋Genesys:(ACB Bank Contact Center )

Lucas Le Donny Tran
・Experiences :7 years
・Work history：NCC 
Asia →SOTATEK。
・Biggest Clients:
+ X-AI Technology (SA 
& Devops Lead)
+ Kaia (Kaytn): 
(Devops Lead)

・Experiences：8 years
・Work history：NCC 
ASIA→SOTATEK。

・Biggest Clients:
+ Yogiyo (SRE Lead)
+ BizflyCloud - (Infra 
Lead)

Operation 
Services Team

Lucas

Director 
Mike Le

Technical Manager
Rafael Nguyen

DevSecOps Team
Donny

Migration Team
Mark

Consulting Team
Rafael

・Experiences: 9 years
・Work history：NAL 
JSC→CMC →SOTATEK
・Biggest Clients:
+ VN Gas Company: 
(DevOps Lead)
+ Chain.com (DevOps 
Lead)
+ CloudMile (DevOps)

Mark Nguyen  



Key Services

Cloud 
Consulting

DevSecOps 
Technical 
Service

Cloud 
Operation 
Services

Cloud 
Migration 
Services



Cloud Division in Software Delivery model 
Cloud in Software Delivery model



Cloud Division’s  Technology 
Landscape
* Main & Frequent Technologies

APPLICATION

PLATFORM & CONTAINER AS A SERVICE

AWS Elastic Beanstalk, Azure App Service, 
Azure Web Static, GCP App Engine, Vercel 

ECS, EKS, AKS, GKE

INFRASTRUCTURE

AWS, GCP, AZURE, Red Hat

ORCHESTRATOR & 
MANAGEMENT

Karpenter, KEDA, 
Knative

IaC

Terraform, 
Cloudformation, 

Pulumi, Python CDK, 
ARM, Crossplane

SCA

Trivi, Black 
Duck

SAST

SonarQube

DASH

OWASP 
ZAP, Burp 

Suite

CI/CD

Mobile
Fastlane

App
Jenkins, Github 

Action, Gitlab CI, 
Circle CI, Travis CI, 

Azure Devops, 
Codepipeline, 

Codebuild, 
Codedeploy

K8S
Helm, ArgoCD, Flux

                           CLOUD SECURITY

Threat Detection
Inspector, Guard duty, Security Hub

Data Protection
KMS, Secret Manager, Vault, Macie

Traffic Protection
Waf, Network Firewall

OBSERVABILITY

Logging
ELK, Fluentd, 

Loki

Monitoring
Zabbix, 

Prometheus, 
Grafana

3rd
Datadog, 
Newrelic

Tracing
Open 

Telemetry, 
Jaeger, Tempo, 

Pyroscope

Development support functions
Layer



Cloud Division

Service 
6

Guideline & 
Best practice

 



Cloud Division

Service 
6

As code 
Everything
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SERVICE OFFERING 

Cloud 
Consulting 
Service 

DevSecOps 
Technical 
Service 

Cloud Managed 
Services

Migration 
Service



Cloud Consulting Service

Key Features 

Cloud 
Roadmap and 
Strategy 
Development 

Architecture 
Auditing and 
Enhancing

Security and 
Risk Assessment 

Optimizing Cloud 
Infrastructure 



DevSecOps Key Features

Continuous Integration and Continuous 
Delivery (CI/CD)

Infrastructure Automation & Management 
Provision and Manage Infrastructure 

Automatically using Code

Security & Compliance Enhancing

Monitoring, Logging and Tracing

Containerization & Orchestration



Cloud Operation Services Key Features

1 Security and Access 
Management 2 3 Cloud Infrastructure 

Management
Cloud Cost 
Optimization

4 Cloud Security 
Monitoring & 
Remediation

5 6 Data Backup and 
Recovery

Comprehensive 
Infrastructure 
Monitoring

7 System Monitoring, 
Patching & 
Maintenance

8 9 Application Release 
Supporting

24x7x365 Support & 
Incident Response



Migration Use Cases

Moving 
on-Premise to 
Cloud

Legacy 
Application 
Modernization

Moving Cloud 
to Cloud

Hybrid 
Migration

1 2 3 4
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■ Cloud Consulting: Link
■ DevSecOps: Link
■ Cloud Operation Service: Link
■ Cloud Migration: Link

https://docs.google.com/presentation/d/1zBeh2fERWijO4UAPPgNkHizgI8MMLgv_/edit?usp=drive_link&ouid=117408213547728108708&rtpof=true&sd=true
https://docs.google.com/presentation/d/1s38UdCo-nq6LAJTUNyVBArz168rFe_8b/edit?usp=drive_link&ouid=117408213547728108708&rtpof=true&sd=true
https://docs.google.com/presentation/d/1n4IcEgWLapaV1VnDhI6ey4CJuNwUm1ny/edit?usp=drive_link&ouid=117408213547728108708&rtpof=true&sd=true
https://docs.google.com/presentation/d/1p7nyIEKYH8Mx0zsIKoIzkSx4oGHiwluD/edit?usp=drive_link&ouid=117408213547728108708&rtpof=true&sd=true
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IV. REFERENCE 
ARCHITECTURES 



1. Livepass: Online Ticketing platform CLIENT ISSUES:

Client has many relation in concert, 
festival, sport event domain. They 
have an idea to build  ticket 
platform for booking online. 
However, they lack of development, 
support resources to make that idea 
become product.

Our Cloud Team actions:

     After Business Consultant, 
Software SA discussed with the 
client, client’s vendor to clear 
business flows, expected user 
stories => Input: Conceptual 
Architecture, Logical Flow,  
Non-functional objectives.     

    Cloud Division has completed: 
Cloud, DevSecOps  technologies 
design
Infrastructure as code 
implementation
Dockerfile managing
DevSecOps implementation
System integration
Enhancing security, scalability, 
observability.

    



2. X-AI Technology: Distributed GPU machine 
managing system

CLIENT ISSUES:

Client has already implemented 
market research. Then, they told 
that “we want a system like this 
website”. Very short description …

Our Cloud Team actions:

        Cloud Technical manager 
paired with SA to reverse“that 
website”, to identity key 
technologies, key functions, keys 
risks … After that, it is 
consulting, designing, 
implementing, operating phase 
…
   Cloud Division has completed: 
System reverse
Cloud, DevSecOps  technologies 
design
Infrastructure as code 
implementation
DevSecOps implementation
Dockerfile, Hem, Argo yaml 
definition
Kubernetes Setting up
Security enhancing
Auto Scaling solution

    



2. X-AI Technology: Distributed GPU machine 
managing system

Our Cloud Team actions:

        Cloud Technical manager 
paired with SA to reverse“that 
website”, to identity key 
technologies, key functions, keys 
risks … After that, it is 
consulting, designing, 
implementing, operating phase 
…
   Cloud Division has completed: 
System reverse
Cloud, DevSecOps  technologies 
design
Infrastructure as code 
implementation
DevSecOps implementation
Dockerfile, Hem, Argo yaml 
definition
Kubernetes Setting up
Security enhancing
Auto Scaling solution

    

CLIENT ISSUES:

Client has already implemented 
market research. Then, they told 
that “we want a system like this 
website”. Very short description …



3. Safere: Real Estate Investment Platform

    
    Our Cloud Team actions:
        Assessed the existing 
infrastructure, redesigned it for 
improved performance, and 
deployed the new architecture on 
AWS using best practices for 
scalability, availability, and security 
…
  
     Cloud Division has completed: 

 AWS Organization and 
Infrastructure Design
Planning and Deployment
Delivery Logging, Monitoring
Incident Management 
Cost Optimization 

CLIENT ISSUES:

Client has existing investment 
platform on VMs and they want to 
move the platform to Cloud but 
they don't know how to do that.



4. Ubet: Sport betting system

    
    Our Cloud Team actions:
    Based on conceptual 
architecture & Logical flow from 
consulting team. Cloud team has 
picked cloud technologies, cloud 
architecture, DevOps pipeline, 
Cloud Security … to fit project’s 
objectives.
  
     Cloud Division has completed: 

- AWS infrastructure 
design

- Setting up 
infrastructure by IaC

- DevSecOps Pipeline 
implementation

- Enhancing observability 
& security pillars.

- Product maintenance.

CLIENT ISSUES:

Client is a sport betting platform, 
they want to extend their business 
with new idea “Betting on 
blockchain networks, end-users will 
deposit/ withdraw/ bet by a client 
own blc token”. However, they lack 
of experience & resources on 
blockchain.



Chain Protocol

Technologies
● Amazon web services, Terraform, Ansible, Python for 

Automation Scripts, Jenkins, API GW Netflix Zull, Service 
Mesh Consul, Jaeger, Prometheus, Grafana, kubernetes, 
Docker, heml.

● Language: Go, Python,Java, Reactjs, Solidity

Project Information:

● Type: infrastructure as a service
● Info: Build a IaaS that provides RPC json API to blockchain 

development teams as a service. This system will provide 
infrastructure ( Computing, Storage, Network, Blockchain 
runtime) automatically. Besides, authentication, 
authorization, accounting is applied as functionalities.

● Website: https://chain.com/cloud
● Duration: 1 year
● Team size: 60 hcs ( 1 Cloud SA, 3 devops, 2 sre, 1 software 

SA, 3 devlead, 40-50 developers)
● Scopes: Consulting + Planning  + Implementing + Training

5. Chain Protocol: RPC Full Node as a 
service

1



 VNPT-Tech  Openstack 

Technologies
● Openstack, Ansible, Jenkins, Ceph Storage, KVM for 

hypervisor, LDAP SSO.
● Language:  Python

Project Information:

● Type: infrastructure as a service
● Info: Build a IaaS based on Openstack Open Source for 

VNPT-Tech company. It will help IT Team provides infra 
resources to other departments as a service.

●   Website: https://rdlab.vnpt-technology.vn
●
● Duration: 8 months
● Team size: 14 hcs ( 1 PM, 1 Teachlead SA, 5 infrastructure 

engineers, 8 software engineer)
● Scopes: Consulting + Planning  + Implementing + Training

6.   IaaS  - Openstack

1


